


In dit hoofdstuk

e OU’s
* Gebruikers
e Kennis

Vaardigheden

Internetrouter
van uw organisatie

PFWS1
Werkstation

PESVI PESY2
Domain Controller -
Hub/Switch Domain Controller
DNS-server DNS
NAT-router DHCF;SENN
DHCP-server server

Disk 0 ingedeeld
Bestandsreplicatie
File server

Disk 0 ingedeeld
Bestandsreplicatie
File server
WDS-server
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Internetrouter
van uw organisatie

PFSV1
Domain Controller
DNS-server
NAT-router
DHCP-server
Disk 0 ingedeeld
Bestandsreplicatie
File server
WDS-server

Werkstation
Gebruikers
kunnen inloggen

Hub/Switch

PFSV2
Domain Controller
DNS-server
DHCP-server
Disk 0 ingedeeld
Bestandsreplicatie
File server

| ua;\-aun SAORINPS Ul 1En100ds flaeasliyin uewueg



Organizational Unit

e Containerin AD

e Daarin:

7-1-2019

* Toepassen om:

* De organisatie in AD af te
beelden
Computer accounts -
* Group policies op toe te passen
Contacts
Groups
Users
Shared folders
Printers
Applications

Andere OU’s (nesten)

Netwerkbeheer met Windows Server 2016, Jan Smets
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OU-structuur voor het domain

PFAfde-
lingen |

PoliForma.ni

-
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OU aanmaken

* Op de juiste plek in AD

 Alleen een naam

* Protect container from accidental deletion

New Object - Organizational Unit

-~ Createin:  PoliForma.nl/

Name
[

Frotect container from accidental deletion

7-1-2019
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PoliForma BV in het

domain PoliForma.nl

| Active Directory Users and Computers

File Action View Help
e8| F /0 XE= HE P eaETES

| Builtin || Mame

| Computers -
2| Domain Controllers

| ForeignSecurityPrincipals

| Managed Service Accounts

| Users

2] Directie

5] staf

2] Verkoop

2] Administratie

~ o PFAfdelingen al pI'0C|leilé .
o Directie 2| Automatisering
o | Staf
3| Verkoop

2 | Administratie
~ 2| Productie
o Fabricage
2| Automatisering

Type Description
Organizational Unit
Organizational Unit
Organizational Unit
Organizational Unit
Organizational Unit

Organizational Unit
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Een

user account aanmaken (1)

* Voor- en achternaam

e User logon name

7-1-2019

UPN
NetBIOS-naam

MNew Object - User X

J Create in:  PoliForma nl/PFAfdelingen/Directie
i d

First name “ | In'rtials:| |

| | | @FoliForma.nl v |

User logon name {pre-Windows 2000):
[POLIFORMAL || |

Netwerkbeheer met Windows Server 2016, Jan Smets
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Een user account aanmaken (2)

 Wachtwoord:

7-1-2019

User must change password at next logon
User cannot change password

Password never expires

Account is disabled

Secure password

Hoofdlettergevoelig

Hoe eenvoudig te onthouden?

MNew Object - User x

J Create in:  PoliForma.nl/PFAfdelingen/Directie
=

Password: || |

Corfirm passwaond: | |

User must change password at next logon
[[] User cannot change password

[[] Password never expires

["] Account is disabled

< Back Cancel

Netwerkbeheer met Windows Server 2016, Jan Smets
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Eerste keer inloggen; password wijzigen

e

Other user

Sign in to: POLIFORMA

How do | sian in to another domain?

Cancel

Ul jsnu0eds flaeasliyyn uewxuleg
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Quotumingang voor de gebruiker toevoegen

» Afwijken van de standaard kan

Add New Quota Entry * Quota Settings for Madelief Smets (Mad_Sme@PoliFor... X
--Q General
hy , User: Mad_Sme@PaliForma nl
Set the quota limit for the selected userls): ::2 WLl adelief Smets (Mad_Sme@PoliForma nl)
(O) Do not limit disk usage
= Quota used: Dbytes (0%) @
(®) Limit disk space to
- 3 £ ¥ Quota remaining: 1GB
Set waming level to 500| ME ~
(0) Do not limit disk usage
Cancel (®) Limt disk space to GB ~
Set waming level to MB ~

Cancel

7-1-2019 Netwerkbeheer met Windows Server 2016, Jan Smets
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De eigenschappen van een user account (1)

Madelief Smets Properties ? X
Member Of Dialin Environment Sessions
Remote control Remote Desktop Services Profile COM=+
General Address Account Profile Telephones Crganization

: Y Madelief Smets

First name | Initials | |
Last name: |Smets |
Display name |Madelief Smets |
Description: | |
Office: | |
Telephone number: | | Cther...
E-mail: |

Web page: | | COther...

Cancel Apphy Help

7-1-2019 Netwerkbeheer met Windows Server 2016, Jan Smets
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De eigenschappen van een user account (2)

Logen Hours for Madelief Smets

J 3 4 [ ok ]
0-2-4-6-8-10-12-14-16-18-20-22- 0
Al Cancel
maandag
dinsdag

woensdag I (®) Logon Permitted

donderdag () Logon Deried
wrijdag
zaterdag

zondag

maandag through zondag from 00:00 ta 00:00

Madelief Smets Properties ? X Logon Workstations ? X
Member Of Dialn Environment Sessions In Computer name, type the computer’s NetBIOS or Domain Name
Remote control Remoate Desktop Services Profile COM+ System (DNS) name.
General Address Account Profile Telephones Organization This user can log onto:
User logon name: (®) Al computers
Mad_Sme @PoliFoma.nl ~ (C The following computers
User logon name (pre-Windows 2000) e
[POLIFORMAY | [Mac_sme
Lagen Hours... Log On To... s
[ Unlock account
Account options:
[ User must changs password at next logon ~
[ User cannot change password
] Password never expires
[ Store password using reversible encryption w
hosourt agies
(@) Never
(O)End of: 5 januani 2017
Cancel Apph, Help

7-1-2019
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De eigenschappen van een user account (3)

» User Profile

* Local profile

* Roaming profile
* UNC-pad

* %Username%

* Home folder

* Driveletter voor de mapping

e UNC-pad
* %Username%

Madelief Smets Properties x
Member Of Dial-in Environmert Sessions
Remote control Remote Desktop Services Profile COM+
General  Address  Account  Profle  Telephones  Organization

User profile
Profle patn: || |
Logon scri pt | |
Home folder
(@ Local path: | |
() Connect:

Cane Heb

7-1-2019 Netwerkbeheer met Windows Server 2016, Jan Smets
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De eigenschappen van een user account (4)

Madelief Smets Properties ? X
Member COf Dialin Environment Sessions Remate control Remote Desktop Services Profile COM=
Remate contral Remote Desktop Services Profile COM= General Address Account Profile Telephones Organization
General  Address  Account  Profle  Telephones =~ Organization Member Of Dialin Environment Sessions
Member of:
Job Tite: | |
Mame Active Directory Domain Services Folder
Department | | Domain Users PoliForma.nl/Users
Company: | |
Manager
Name: | |
Change... Clea
Direct reports
Add.. Remove
Primary group: Domain Users
- There is no need to change Primary group unless
o you have Macintosh clients or POSIX-compliant
applications.
0K Cancel Apphy Help Cancel Apphy Help

ueARBRN SAIRINPS Ul nu1eds aeaslyn uewxulg
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Gebruikers kunnen inloggen op werkstations

* Domain group Domain Users is lid —
van de machine local group Users

Description: Users are prevented from making accidental or
intentional system-wide changes and can run most

Members:
B2 NT AUTHORITY \Authenticated Users (S-1-5-11)
B2 NT AUTHORITYANTERACTIVE (5-1-5-4)

52, POLIFORMA"Domain Users
Changes to a user's group membership
Add. are not effective until the nest time the
logs on.
Cancel Help

7-1-2019 Netwerkbeheer met Windows Server 2016, Jan Smets
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De eigenschappen van een OU

Directie Properties

General Managed By COM+

E Directie

X Directie Properties

General Maraged By COM+

Description:

Street:

City:
State/province:
Zip/Postal Code:

Country/region:

B | Name: |
|
~ r—s" Dffice
Strest
=
City:
State/province:

7-1-2019
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De domain Administrator en user passwords

e Wachtwoorden nooit te lezen

* Wachtwoorden wel opnieuw in te stellen

* Gebruikers kunnen hun eigen password wijzigen

Reset Password

MNew passwor rd:

Confirm password:

[] Unlock the user’s accou

User must change password at next logon
The user must logoff and then logon again for the change to take effect.

Account Lockout Status on this Domain Controller: Unlocked

nt

7-1-2019
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User accounts verplaatsen

» User account erft group policies
* Door te slepen
* Via het venster Move 8

7-1-2019 Netwerkbeheer met Windows Server 2016, Jan Smets
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De eigenschappen van verschillende gebruikers

enable the change, and then select the change

Properties for Multiple ltems ? X Properties for Multiple ltems ? X
General  Account Address Profile  Organization General Account Address  Profle  Organization
J To change a property for multiple objects, first select the checkbox to
Y Multiple users selected

To change a property for muttiple objects, first select the checkbox ta
enable the change, and then type the change. CUPN suffic:

Depending on the number of objects selected, you might have to wait while

the changes are applied. [ Logon hours:
[ Computer restrictions:
[ Descripton Account options
[ Gffice: O User must change password at next logon )
O User cannot change password
Password never expires
[ Tefzphane number: g Store password uE:i(:g reversible encryption w
[ Pex: [ Account expires
[JWeb page:
[ E-mail: 7 Januai 2017

Cancel Cancel

| ueARBpn 9A0RINPS Ul JEn0eds flaeaslyin uewxuleg

4
3
b
i

7-1-2019 Netwerkbeheer met Windows Server 2016, Jan Smets



Het user account van de beheerder

* Lokaal profiel i.p.v. zwervend profiel

* Lid van de domain group Domain
Admins

Jan Smets Properties ? x
Remote control Remote Desktop Services Profile COM+
General Address Account Profile Telephones Organization
Member Cf Dialin Environment Sessions
Member of :
MName Active Directary Domain Services Folder
Domain Admins PoliForma nl/Users
Domain Users PaliForma nl/Users
Add Remove
Primary group: Domain Users

There is no need to change Primary group unless
you have Macintosh clients or POSIX-compliant
applications.

Set Primary Group

Coneel | | ponty

7-1-2019 Netwerkbeheer met Windows Server 2016, Jan Smets
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Remote desktop

Remote sessie

RDP-protocol

7-1-2019

Via een werkstation een DC bedienen

Remote Desktop Services

Netwerkbeheer met Windows Server 2016, Jan Smets
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Op de DC een remote-verbinding toestaan

* Type remote-verbinding
* Wie

System Properties X Jan Smets Properties ? X
Computer Name  Hardware Advanced Remote Remate control Remote Desktop Services Profile COM=
Remote Assist General Address Account Profile Telephones Organization
emote Assistance
Member Of Dialin Environment Sessions
- Member of:
Mame Active Directory Domain Services Folder
. Domain Admins PoliForma.nl/Users
e Domain Users PoliForma nl/Users

Remote Desktop Users PoliForma.nl/Buittin
Remote Desktop
Choose an option, and then specify who can connect.

(®) Don't allow remote connections to this computer

() Allow remote connections to this computer
Add.. Remove

Primary group: Domain Users
Select Users...

There is no need to change Primary group unless
you have Macintosh clients or POSIX-compliant
applications.

Cancel Ppph,

Cancel Apphy Help

7-1-2019 Netwerkbeheer met Windows Server 2016, Jan Smets
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Op PFWS1 de verbinding configureren

B Remote Desktop Connection -

Remote Desktop
») Connection

General  Display  Local Resources  Experience  Advanced

Logon settings
" L Enter the name of the remote computer.

Computer: ‘E.:_ample. computer fabrikam com ~ |

User name: | |

The computer name field is blank. Enter a full remote computer
name.

Connection settings

Save the cument connection settings to an ROP file or open a
saved connection

Save Save As... Open...

| Hide Options

& Remote Desktop Connection -

Remote Desktop
») Connection

General Display Local Resources Experience  Advanced

Digplay configuration

Choose the size of your remote desktop. Drag the slider all the
way to the right to use the full screen.

Small

Full Screen

[ Use all my monitars for the remote session

Colors
. Choose the color depth of the remote session.

Highest Quality {32 bit) ~

Display the connection bar when | use the full screen

= | Hide Options

& Remote Desktop Connection -

Remote Desktop
») Connection

General Display Local Resources Dxperience  Advanced

Feformance

. Choose your connection speed to optimize pefformance

- etect connection quality automatically ~

Connection quality-dependent featurss
Desktop background
Font smoothing
Desktop composition
Show window contents while dragging
Menu and window animation
Visual styles

‘ersistent bitmap caching
Reconnect f the connection is dropped

= | Hide Options

Help

7-1-2019
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De remote-verbinding gebruiken

Windows Security

* Inloggen blijft nodig

Enter your credentials

These credentials will be used to connect to PFSV1.

9 Jan Smets
|

POLIFORMANJan_Sme

[[] rRemember me
More choices

OK Cancel

7-1-2019 Netwerkbeheer met Windows Server 2016, Jan Smets
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De remote-verbinding in gebruik

F Manage Tools  View  Help

Server Manager * Dashboard @1

& Dashboard

B Local Server

WELCOME TO SERVER MANAGER
ii All Servers
¥ ADDs

o Configure tr
1% DHCP

& DNS i

B§ File and Storage Services b |

e s
WHAT'S NEW

@l Remote Access

LEARN MORE

ROLES AND SERVER GROUPS
Roles: 6 | Servergroups:1 | Servers total

il ADDs 1 1 pHer 1
® Manageability @ Manageability

Events Events

Services Services

Performance Performance

BPA results BPA results
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RunAs -

U1 [ = 1 System32 - ] x
Home  Share  View v @
&« v J » ThisPC » PFWS1Syst (C:) » Windows » System32 v O Search System32 2
~
Name Date modified Type Size
s Quick access || cngcreaul.ai 10-1-2U10 |3i42 ApPICATION EXTENS... U8 KRB
[ Desktop - cngprovider.dll 16-7-2016 13:42 Application extens... 65 KB
‘_ Downloads - cnvfat, Open 2 Application extens... 39KB
Documents  # [ cob-ad Aaxhor 2 RS File a1kB
] Pictures . [# cofire . T AR 2 Application 23KB
] cofired _ 12 Application extens... 33KB
J‘ Music colbag Pintostert 2 Application extens. 78 KB
vi £ Scan with Windows Defender... o
B videos [# coLor . 12 Application extens... 198 KB
= A~
N calorg| 3 Application 86 KB
@ OneDrive n Pin to taskbar pp- .
@ coleru . R R 3 Application extens... 608 KB
[ This PC comba OfF PIEVIONS viessons K Application extens..  2.846 KB
[4] comea Sendto >k Application extens... 10k8
‘ Network . e
comct] Cut = Application extens... 669 KB
comdlt c 12 Application extens... 969 KB
. comex 12 Microsoft Comm... 122 KB
[ comi2 Create shortcut 2 Application extens... 426 KB
[ comp . Delete 12 Application 25KB
[E] compa % Rename 12 Application 44KB
[ Comps: Properties = Application 50 KB
A compring Microsoft Comm... 111K8|
Fa CompMgmtLauncher 16-7-2016 13:42 Application 89 KB
CompPkgSup.dil 16-7-2016 13:42 Application extens... 38KB
3912items  1item selected 110KB

.

7-1-2019 A\ Netwehgeheer met Windows Server 2016, Jan




